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Obtaining technical support
For support assistance by telephone call one of the 
numbers below:

• 1-877-754-7878 in North America

• 1-613-270-3700 outside North America

You can also email Customer Support at:
• support@entrust.com
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Code signing 
This guide contains information about signing Java Archive (JAR) files. Sections in this 
guide include:

• “Signing JAR files”

• “Verifying the authenticity of the software”

• “Obtaining and using a code signing certificate”

Entrust offers customers X.509 certificates to sign JAR files.

• For more information about Public Key Infrastructure (PKI), code signing, 
certificates, and keys, see the Entrust Certificate Services Code Signing 
General Information Guide available from ******

• For information about using an Entrust certificate with Microsoft Office files 
see the Entrust Certificate Services Microsoft Office and VBA Code Signing 
Guide available from ******

• For information about using an Entrust certificate with Microsoft 
Authenticode see the Entrust Certificate Services Microsoft Authenticode 
Code Signing Guide available from ******
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Signing JAR files
When the code is signed, several pieces of information are added to the file. This 
information is used when the code is downloaded though your browser to 
authenticate the author of the code and to check for tampering.

The bundle that is used to verify the authenticity of the code is created during two 
sequences of events.

• A mathematical representation of the code, called a hash, is created and 
signed. 

• The hash and signature are timestamped, hashed (with the timestamp) and 
signed again. 

The timestamp and second signature are applied by a timestamping 
authority (TSA). Timestamping Authorities are usually maintained by a third 
party (such as Entrust) that can ensure the validity of the timestamp.

The entire sequence takes place as follows:

• The code is passed through a hashing algorithm creating a hash of the file.

The hash is an exact numerical representation of the file. The hash is only 
reproducible using the unaltered file and the hashing algorithm that was 
used to create the hash. The hash is bundled with the file.

• The hash is signed using the signer’s private key.

– Information identifying the creator of the signature is drawn from the 
signer’s certificate and incorporated into the signature.

– Information about the CA or CAs that signed the signer’s certificate is 
drawn from the signer’s certificate and incorporated into the signature.

• The signer’s public key is added to the bundle.

• The signature is sent to the timestamping authority (TSA).

– The TSA adds a timestamp to the bundled information and computes a 
new hash. 

– The TSA signs the new hash with its private key creating a new bundle of 
information.

– The timestamped bundle, original bundle that was sent to the TSA and the 
time stamp are re-bundled with the original code.
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Figure 1: The code-signing process for Java code
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Verifying the authenticity of the software
When the end user’s browser loads the code, it checks the authenticity of the 
software using the signer’s public key, signature and the hash of the file. The 
timestamp is checked using a similar process.

If both the timestamp and the signature are verified successfully, the browser accepts 
the code as valid. If either the timestamp or signature are not successfully verified, the 
browser reacts by warning the user or rejecting the code, depending on the level of 
security being used.

Verifying the timestamp
The following sequence of events is used to verify the timestamp.

• The timestamp is added to the bundled signature information and the 
combined signature and timestamp are hashed.

• The Timestamping Authority’s public key is applied to the timestamped 
signature block revealing the hash calculated by the TSA.

• The validity of the TSA’s public key is verified by checking its expiry date and 
consulting the revocation lists to be sure that it has not been revoked.

• The two hashes are compared. If the hashes are equal, the timestamp is 
considered to be valid. 

Verifying the signature
The signature is verified as follows:

• The original code is passed through a hashing algorithm creating a hash.

• The public key of the designer or publisher is extracted from the bundle and 
applied to the signature information. Applying the public key reveals the 
hash that was calculated when the file was signed.

• The expiry date of the public key is checked.

• The public key is checked against the revocation lists to ensure that it is valid.

• The two hashes are compared. If the hashes are identical, the signature is 
considered to be valid.

• If the file is considered to be valid it is accepted by the browser. If the file is 
not considered to be valid the browser takes the security measure 
appropriate to its current level of security.
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Figure 2: Verifying the authenticity of the code
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Obtaining and using a code signing certificate
If you do not have a Java code signing certificate, you must obtain one before you 
can sign JAR files. To buy and use an Entrust certificate:

• Create a certificate signing request (CSR) as outlined in “Creating a 
certificate signing request (CSR)”.

• Buy the certificate from Entrust using the Web site mentioned in “Obtaining 
a certificate from Entrust”.

It takes time to verify the information that you include with your certificate 
request. Please allow three to five days for Entrust to verify your information. 

• Import the certificate into your keystore as outlined in “Importing the 
certificate into your keystore”.

• If you have not already done so, create a JAR file of your work as outlined in 
“Creating JAR files”.

• Sign the file using your certificate as outlined in “Signing a JAR file”.

Required software
Download and install the Java developer’s kit (JDK). The JDK is available free of 
charge from java.sun.com.

Creating a certificate signing request (CSR)
To obtain a certificate you must create a certificate signing request using software 
installed on your computer. The JDK includes the keytool application that can be used 
to create a CSR.

To be verifiable, each certificate must carry specific information about the person 
applying for the certificate. This information is incorporated into the CSR and used by 
the CA to create the applicant’s certificate.

To create a CSR

1 If you have not already done so, create a key store using the keytool application 
from the JDK.

a Open a Command Prompt window.

b Type the following command into the window:

<path to keytool>\keytool -genkey -keyalg rsa -alias 
<friendly_name>

Where:

<path to keytool> is the path to the keytool executable in the JDK.
Java Code Signing User Guide Document issue: Draft
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-genkey is the generate key option.

-keyalg rsa indicates the rsa algorithm

-alias <friendly_name> is the friendly name that are using for your 
certificate

For example:

C:\JDKS\jdk1.6.0_03\bin\keytool -genkey -keyalg rsa 
-alias example.com

You must supply information required to create the DN used in the keystore.

2 Create a certificate signing request (CSR).

a Type the following command into the window:

<path to keytool>\keytool -certreq -alias <friendly_name>

For example:

C:\JDKS\jdk1.6.0_03\bin\keytool -certreq -alias MyAlias

b Enter the key store password at the prompt.

Keytool creates a string similar to the following example.

-----BEGIN NEW CERTIFICATE REQUEST-----
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-----END NEW CERTIFICATE REQUEST-----

3 Copy the certificate signing request to a file. Include the Begin New 
Certificate Request and End New Certificate Request lines. You will 
use the string to obtain a certificate from Entrust.

Obtaining a certificate from Entrust
To obtain a code signing certificate from Entrust, log into the Entrust Web site URL 
https://buy.entrust.net/buy. Code signing certificates are available to users who have 
registered for the Entrust Certificate Management System (CMS). For information 
about enrolling in the CMS see the Entrust Certificate Management System 
Enrollment Guide. For information about buying and managing code signing 
certificates see the Entrust Certificate Management System User Guide.

Importing the certificate into your keystore
Use the keytool application (part of the JDK) to import the certificate into your 
keystore. Type:

<Path to keytool>\keytool -import -alias <alias of your 
certificate> -file <certificate name>

Where:

<Path to keytool> is the location fo the keytool executable in the JDK.

-import specifies that keytool should import the certificate.

-alias is the friendly name of the certificate.

-file indicates the certificate being imported.

For example:

C:\JDKS\jdk1.6.0_03\bin\keytool -import -alias MyAlias -file 
Entrust_CS_Cert

Creating JAR files
Before you can sign a Java applet’s files, you must bundle them into a JAR file. The 
Java SDK contains a tool for creating JAR bundles. It can be used from the command 
prompt.

If you are familiar with creating TAR bundles you will find creating a JAR bundle is 
very similar.

Creating and checking the JAR file

1 Create a directory (or directory and subdirectories—depending on the directory 
structure you require) for your applet’s files and place them in that location.
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2 From the directory (or the top level of the directory structure that you created), 
run the jar tool. For example:

C:\JDKS\jdk1.6.0_03\bin\jar cvf C:\test.jar

Where: 

• C:\JDKS\jdk1.6.0_03\bin\ is the location of the jar tool (jar.exe) 

• cvf stands for:

– create (create file) 
– verbose (see all messages from the tool)
– file (use the specified filename and location)

• C:\test.jar is the name and location that you specify for the resulting JAR 
file.

This command creates the JAR file C:\test.jar in the location specified.

3 Optionally, verify the newly created JAR file using the jar tool. For example, 

C:\JDKS\jdk1.6.0_03\bin\jar tvf C:\test.jar 

Where: 

• C:\JDKS\jdk1.6.0_03\bin\ is the location of the jar tool executable 
(jar.exe).

• tvf stands for:

– test (test file)
– verbose (see all messages from the tool)
– file (use the specified filename and location)
Testing ensures that the JAR file has the correct content and structure. 

Signing a JAR file
Use the JDK keytool and jarsigner applications to sign your code. These instructions 
explain how to sign a JAR file.

To sign a JAR file

1 Optionally, check that the keytool application (the JDK application used to sign 
the applet), can read your keystore.

a Open a command prompt.

b Enter the command:

<path to keytool>\keytool -list <Certificate_Name>

For example:

\JDKS\jdk1.6.0_03\jre\bin\keytool -list EntrustCert

c Enter the password when prompted.
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The keytool lists information about entries in your keystore.

2 To sign the JAR file, you need the friendly name of the key entry that you are 
using. If you do not know the friendly name of the key entry use the following 
procedure.

a To obtain the friendly name, use keytool’s list and verbose options:

<path to keytool>\keytool -list <certificate_name> -v

For example:

\JDKS\jdk1.6.0_03\jre\bin\keytool -list EntrustCert -v

b Enter the password when prompted.

Keytool lists information about the keystore including the friendly name.

3 To sign the JAR file, use the jarsigner tool included in the JDK.

a Enter the following command:

<path to jarsigner>\jarsigner <certificate name> <path to 
JAR file>\<JAR file name.jar> <friendly name of key entry>

For example:

\JDKS\jdk1.6.0_03\bin\jarsigner EntrustCert 
\work\MyProject\MyApplet.jar MyAlias

b Enter the password when prompted.

You have successfully signed a JAR file.
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